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Course Content & Outline

Section 1: Introduction to Cloud Computing

e Learn delivery models such as Software as a Service (SaaS), Platform as a Service
(PaaS), and Infrastructure as a Service (laa$S).

e Understand Cloud types (Public, Private, Hybrid).

e How to choose a cloud service provider.

e What are the Cloud computing costs?

Section 2: Evolution of IT Security

e How to categorise physical and electronic risks.

e Understanding the legal and regulatory considerations.

e What are the current threats and trends an organisation faces?
e Learn different networking and communication technologies.

e Understanding different computer system designs.

Section 3: Compliance & Legal Considerations

e Understanding compliance challenges for the Cloud.
e What are the privacy concerns?
e What is data sovereignty?

e Understanding Cloud supplier agreements.

Section 4: Crisis Management & Risk Assessment

e How to approach risk assessments for the Cloud.
e Understanding Internal and external assessments.
¢ Understanding data security in the Cloud.

e Leaning encryption architectures.

Section 5: Identifying & Responding to Data Breaches

* How to recover from data loss or a data breach.
e Understanding key factors to identify a security breach.
e Learning crisis management planning.

e How to deal with the initial crisis and media management.
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Harnessing Cloud Computing: Embracing a New Era of Technology

Explore cloud computing—5 key benefits from scalability to security—and learn how to
.transition smoothly in today’s fast-evolving tech era
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