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Course Content & Outline

Section 1: IT Security Evolution

 Defining cybersecurity.

e Categorising physical and electronic risk within an organisation.

¢ Understanding the different communication technologies impacted by identified risks.
e Evaluating computer system designs and how cybersecurity fits within them.

e Reviewing laws and regulations that influence cybersecurity.

e Assess current threats and conduct trend analysis.

Section 2: Risk and Crisis Management

e |Pv4 to IPv6 configurations in relation to risk.
e Domain Name System Security Extensions (DNSSEC).
e |dentifying what must be involved in crisis and risk management.
e Methods of evaluating risk.
 Creating detailed risk and crisis management plans to be clearly understood by all
necessary personnel.
e Forensic and Electronic Investigations.

e Focusing on business continuity.

Section 3: Cybersecurity Audit Preparation

e Utilising the NIST Cybersecurity Framework to prioritise risks.
e Establishing policy requirements for when cyber incidents occur.
e Understanding the elements of the COBIT 5 framework.

 Creating audit plans aligned with both NIST and COBIT 5 frameworks.

Section 4: Executing Cybersecurity Audits

e Reviewing the bowtie method.

e Using the bowtie for continuous risk management.

e Conducting cybersecurity audits using AuditXP software.

¢ Creating audit questionnaires in AuditXP aligned with NIST and COBIT 5 frameworks.
e Maintaining detailed records of completed audits.

e Integrating audit results with known information to update risk management plans.



Section 5: Cybersecurity Management

e Forming a team of competent individuals.

e Evaluating audits and utilising NIST to prioritise risks.

e Communicating with the team and delegating tasks effectively.
e Creating action plans detailing cybersecurity intentions.

e Implementing changes.

e Continuously monitoring cybersecurity and working for system improvement.
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Navigating Cyber Threats: A Full Guide to Risk Management

In the digital era, cybersecurity risk management is paramount. This blog post delves into
the process of identifying, assessing, and mitigating cyber risks. Learn about Al-driven

.solutions, UK laws, and how to integrate risk management with your business objectives
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YouTube Video
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