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Course Content & Outline

Section 1: Fundamentals of Open-Source Intelligence

 Defining what open-source intelligence is.
¢ Assessing the various intelligence sources - news and media, grey literature, social
media, and dark web.
e The advantages and disadvantages of using each source of intelligence.
e Explaining the benefits and limitations of using open-source intelligence.

* |dentifying what parties are interested in open-source information.

Section 2: Online Threats and Countermeasures

e Exploring the possible online threats and predicting their probability.
e Prioritising threats and establishing preventative measures.
e Different types of security software and their ideal purpose.
e Managing digital privacy settings when conducting open-source intelligence
investigations.
e The importance of securing online communication.

¢ Online tracking techniques and how to protect yourself.

Section 3: Open-source Intelligence Privacy Dilemma

e Comprehending the open-source intelligence privacy dilemma.

¢ The ethical implications of collecting private data, leaked content, and sensitive
information.
e Securing collected data safely throughout the sourcing and analysis process.

e The process of managing personal data - acquiring, processing, sharing, mining and
storage.

e Open-source accountability.

Section 4: Search Engine Techniques

e Utilising various search engines to locate specific information.

« Identifying which search engine would yield ideal results.

¢ Implementing automated search tools to improve productivity and manage security.
e Integrating Internet of Things (IoT) device search engines into standard use.

e Searching for digital files, images, and documents.

Section 5: Social Media Intelligence



 Defining social media intelligence.
e How social media has evolved the standard of open-source intelligence.
e Efficiently searching social media websites and applications for the desired
information.
e Tracking photos downloaded from social media pages to their source location.
¢ Taking advantage of advanced search operators for Twitter, Facebook and Instagram.

e Conducting social media psychological analysis.
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YouTube Video
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