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Course Content & Outline

Section 1: Fundamentals of Asset Management

» Defining what asset management is and its role within an organisation.

« |dentifying the key skills, roles and responsibilities of an asset manager and other
asset management professionals.

e Understanding the consequences of poor asset management on different stakeholders
and the organisation.

e Examining national and international asset management standards and being

compliant with industry ideals.

Section 2: Asset Management Strategies

e Exploring organisational and individual goals, objectives, and overall expectations.
e Create an action plan detailing these factors and evaluate ideal strategies to meet
goals.
e Understanding the five components of asset management - asset inventory, level of
service, criticality, lifecycle costing and long-term funding.

¢ Monitoring strategy progress and making amendments as necessary.

Section 3: Security Planning

e The importance of effective security planning.

e Creating a workplace culture that is open and encourages security changes and
developments.

e Increasing reputation through stronger security measures - building trust with
stakeholders by guaranteeing protection.

e Key principles and concepts of emergency response teams and on-site security
management.

e Integrating physical security and digital protection throughout the organisation.

Section 4: Security Surveying and Threats to Assets

e What is a security survey, and how can one conduct a successful one?
¢ Analysing internal and external factors and how they can contribute to loss.
e Conducting risk assessments and hazard audits to identify potential risks surrounding
assets.
e Utilising assessment data to carry out security, risk, and vulnerability analysis.

» Various physical and cybersecurity measures can protect and reduce risk potential.



Section 5: Security Operations Management

e Establishing crisis management plans, emergency responses and safety procedures
based on risk assessment data.
* |dentify vulnerable systems or individuals and explore additional protection for these.
 Creating business continuity plans to ensure minimal ‘down-time’ after a risk occurs.

e Managing reputational impact and rebuilding trust with stakeholders.
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YouTube Video

https://www.youtube.com/embed/BQFgSEkwvJE?si=iVHmgFmKkLoXiHjd
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