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Objective

:By the end of this course, participants will be able to

.Understand the key provisions, scope, and risk classification system of the EU Al Act e

Apply the NIST Al RMF principles to manage Al risks across the lifecycle

.Establish governance and compliance structures for Al systems

.Develop internal audit and assurance frameworks for Al applications

.Align Al innovation with legal, ethical, and organisational risk expectations e
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Course Content & Outline

Section 1: The Global Landscape of Al Governance

.The rise of Al regulation and ethical Al governance e
.Comparing global frameworks: EU Al Act, NIST Al RMF, OECD Al Principles
.Understanding the balance between innovation and compliance

.Key challenges: accountability, bias, explainability, and data governance

Section 2: Understanding the EU Al Act

.Overview and objectives of the EU Al Act

.(Classification of Al systems by risk level (unacceptable, high, limited, minimal



.Compliance obligations for high-risk Al systems e
.Conformity assessments, CE marking, and post-market monitoring e
.Roles and responsibilities of providers, importers, and users e

.Preparing for enforcement and upcoming implementation phases e

(Section 3: The NIST Al Risk Management Framework (Al RMF

.Overview of NIST's structure, principles, and functions e

.Core components: Govern, Map, Measure, and Manage e

JIdentifying and mitigating risks across the Al lifecycle e

.Ensuring reliability, security, privacy, and fairness e

Integrating Al RMF with existing risk management and cybersecurity frameworks (ISO e
.(31000, NIST 800-53, ISO/IEC 42001

Section 4: Building Al Governance and Compliance Programs

.Designing internal Al governance structures and accountability models e
.Policies for ethical Al: transparency, human oversight, and data integrity e
.Developing Al risk registers and control frameworks e

.Documentation and audit trails for regulatory readiness e

.Case studies: corporate Al governance models from leading organisations e

Section 5: Auditing, Assurance, and Future Readiness

.Preparing for Al audits and compliance reporting e

.The role of third-party audits and conformity assessments e
.Interaction between Al Act, GDPR, and cybersecurity standards e
.Managing cross-border compliance for multinational Al operations e

.The future of Al regulation — global harmonisation and sector-specific standards e
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